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Purpose

The purpose of this project is to provide students enrolled in Computer Engineering 537:
Wireless Network Security at lowa State University with an environment in which they
can carry out various experiments involving different wireless communication protocols.
Our goal is to build a sandbox style environment capable of supporting four simultaneous
users with the tools and hardware needed to carry out a multitude of different
experiments, and make this environment accessible from anywhere in the world to
support the needs of both on- and off-campus users. The rest of this document deals
with the project plan and major categories listed in the table of contents.

Executive Summary

Senior design project DEC13-14 was prompted by Dr. George Amariucai, professor of
CprE 537: Wireless Network Security. It was noted that some students in the class may
find it difficult to construct an environment in which wireless security experiments may be
run, which may result in inability to expand their knowledge or temptation to run exploits
unlawfully against a public network.

This project attempts to create a laboratory with real-world equipment that mimics a
real-world network, complete with legitimate traffic, and also provides the user with the
hardware and software tools necessary to exploit this network, all within the safe
confines of a controlled environment. This way, the student can avoid needless time
spent acquiring and configuring equipment and gathering software tools, and get directly
to experimenting with the network.

The system will consist of not only the hardware implementation to support wireless
security experimentation but also laboratory experiments designed to complement the
lecture material. Students will be able to experiment with the laboratory environment on
their own, but will also be guided through structured laboratory procedures.

The lab must support multiple users, be accessible via GUI from a remote machine
either on or off campus, and have ample documentation for both students and faculty
administrators.

The hardware for the lab will be installed in a computer room in Nuclear Engineering.
Testing will have to be completed to determine required computing power to implement
all lab functions.

The team plans to implement this system using commodity server hardware and
virtualization technology to make the system as compact, easy to administrate and
cost-effective as possible. In addition to hardware, the team will install operating system
environments and all necessary software tools, write extensive documentation in their
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proper use, and provide novel experiments to run with the given equipment. The
instructor and/or students will then be free to modify these experiments to satisfy their
own curiosities in the subject.

System Overview

The laboratory structure will be reconfigurable to suit the different wireless system
architectures under study. For experiments dealing with Wi-Fi, a two-node setup will be
pursued, with each node equipped with a Wi-Fi interface. In this configuration, one node
acts as a legitimate client transferring data across a Wi-Fi network via a router. The
second node will be under full student control and will be capable of executing a variety of
exploits and tests on the network, including packet sniffing and injection. This functionality
will be implemented through a combination of compatible hardware and commercially- or
freely-available software packages.

Generally, students will be given access only to the attack node, or will be given
extremely limited access to the legitimate clients or other equipment (e.g. routers). This
will simplify administration of the environment and allow a level of control and repeatability
to be expected of the experiments. In certain cases, students may be able to choose the
type of traffic generated or the encryption technology implemented between nodes, if this
is within the scope of the experiment.

In addition to clients and attackers, one additional host is planned, which would provide
usage statistics, environment data such as spectrum analysis, downloadable tools, and
other lab-specific data to the student. This host would not be console-accessible to the
student under any circumstances, and would run autonomously with little or no
configuration from the lab administrator. This would be implemented using the USRP -
Universal Software Radio Peripheral - acting as a base station for wireless signals.

All machines will run a distribution of Linux to be determined by the team. The choice of
Linux will allow fine control over student access privileges on the machines. It also
ensures compatibility with the most popular wireless security related software packages.
The particular distribution will be chosen on basis of stability, configurability and resource
efficiency. Currently Red Hat Enterprise Linux is the distribution of choice.

Design Constraints

To utilize the available hardware resources in the most efficient way possible, as well as
to provide the faculty administrator of the laboratory environment with the greatest ease in
configuration, a hypervisor-based virtualization scheme will be used to implement student
machines. Virtualization allows one physical machine to appear as a large number of
virtual machines, each able to host an independent operating system, share resources
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with the host and other virtual machines, and allow remote access for lab users. It also
allows many machines to be configured and powered on and off for different uses, which
allows the preconfiguration of machines for each laboratory experiment and simplifies the
lab administrator’s job to simply powering on the correct set of machines.

A caveat to the use of virtual rather than physical machines is that in order for many of
the software tools relevant to the lab to function, they usually require low-level access to
the wireless interface equipment. Because virtualization technology abstracts the
physical hardware from the virtual machines, this issue must be taken into consideration.
To solve this problem, the virtualization environment and hypervisor chosen for this
project is VMWare ESXi 5.1. This choice is relevant because this software package
includes support for Intel Virtualization Technology for Directed I/O (VT-d) / AMD 1/O
Memory Management Unit (IOMMU), processor/chipset technologies which allow the
redirection of physical hardware resources (such as a PCl-Express Wi-Fi interface)
through a virtualization environment to be connected to a virtual machine. With this
technology, a wide range of interface hardware can be used while keeping the number of
physical hosts to a minimum.

Future Contingencies

The documentation for the laboratory environment will be comprehensive. It will contain
step-by-step instructions for the proper administration of the environment, as well as
recovery strategies for if and when machines become corrupted. Instructions for
allocating laboratory resources from one experimental setup will be given. This allows for
ease of use in designing various lab experiments for students to participate in.

Any number of structured laboratory experiments can be produced that promote and
guide use of the lab environment and its hardware and software resources. Experiments
could be designed so as to guide students through the usage of lab tools to achieve a
desired outcome, but could also be used to attempt to contain sections where the
student will be left on his or her own to develop creative solutions to complete the given
task. The lab experiments developed could be closely linked to lecture material, and
would thus extend the student’s knowledge of course concepts.

Project Deliverables and Objectives

Specifications and requirements:

Working wireless security lab.

Full documentation.

Working Base Station.

Web server.

Skype call through base station using smart devices.



Labview/Virtual lab compatible with current server.
Remote access with GUI for on/off campus student.
Support multiple users at the same time.

Deliverables:

Working implementation of Vmware lab.
Interface Open BTS with labview and USRP.
Website for interaction.

The website interface for launching attack nodes will greatly simplify the process of
learning for students. They will not have to download the relevant software and setup an
environment in order to practice wireless security principles, but will be provided with one
with a simple web based user interface.

This will allow for hands on experience in addition to the learning that takes place in the
classroom. Students will be able to apply the principles they learn in class and apply
them in a real world scenario.

The base station will allow for students and instructors to view the waveforms generated
by the wireless signals through labview. It also serves as an introduction to how calling
works and will also act as a mini cell phone tower.

Functional Requirements
OpenBTS & USRP Requirements

1. The system shall implement a functioning OpenBTS sub-system using USRP’s as
communication hardware.

Fit Criteria: USRP’s run on the GSM network and are the hardware available for
with OpenBTS to communicate with.

Rationale: OpenBTS will be provide the communication software to give function
to USRP’s.

2. The system shall act as a wireless base station for the purpose of injecting, receiving,
and sending wireless data.

Fit Criteria: The purpose of the lab is to non-destructively interact with wireless
traffic.

Rationale: The basic ways to interact with data are create/rename/update/delete —
as a wireless base station students will be able to entertain all possibilities.



3. Between OpenBTS and USRP’s, Labview shall be used to transfer data and interact
as an interstitiary application.

Fit Criteria: OpenBTS doesn’t directly interface with the USRP’s.
Rationale: In order to create a wireless base station the hardware must have a
line of communication with the software.

4. The existing web control interface shall be updated to reflect control of the new USRP
& OpenBTS functionality.

Fit Criteria: Users control the system through a web interface.
Rationale: In order to utilize our updates and changes, users will need to have an
updated and functional interface to do so.

5. Ubuntu virtual machines will be created to interface with the USRP’s and run the
OpenBTS system.

Fit Criteria: Users are interacting with the system entirely remotely.
Rationale: OpenBTS is software designed to run on *nix systems; LabView is
also compatible with *nix systems.

System Requirements

1. The system consisting of web server, open BTS client, and attack/defend clients shall
be made functional.

Fit Criteria: The existing system maintains much functionality that is useful to
build upon to further the project goal of student lab experiments.

Rationale: The existing system is already built and simply needs to be
reconfigured for new hardware.

2. The existing system shall be made current to any security patches.

Fit Criteria: The system deserves up to date security software.
Rationale: This would provide the most relevant learning experience with the
latest and greatest techniques employed.

3. The existing system shall be remotely accessible through VMWare vSphere Clients
and VMWare workstations for administration, in addition to SSH and SFTP for students.

Fit Criteria: This is a remote access, wireless lab for students.
Rationale: Students will be unable to gain physical access to the server/
peripherals and must be able to still interact with the lab.



Non-Functional Requirements

Documentation

1. Updated documentation shall be created and merged with existing documentation
where possible.

Fit Criteria: The system is to be used for students for a number of years.
Rationale: To maintain longevity, the system must be well documented to have a
hope of being well maintained.

2. Updated system passwords and account access shall be enacted.
Fit Criteria: Passwords are regularly compromised.

Rationale: System administrators and maintainers shouldn’t have to worry about
the insecurity of passwords or have to hunt for them in many places.

Legal

1. Design actions shall be taken to prevent end-user students from breaking the law by
any means of illicit activity.

Fit Criteria: System must be legal to operate.
Rationale: If a student breaks the law unknowingly using a lab from lowa State,

the University is but in a compromising legal position.

2. System shall conform to any and all operational and environmental requirements and
regulations.

Fit Criteria: System must be legal to operate.
Rationale: System must conform to all regulations imposed by governing bodies.

User Experience
1. Overall system user experience shall not be learning prohibitive.
Fit Criteria: The user interface must be intuitive to use.

Rationale: If end-users are unable to use the software the system functionality is
nullified.



Division of Labor and Responsibilities
Work Breakdown Structure

This is a general breakdown of team roles and responsibilities, members can help with
each and every aspect of the project and are not necessarily limited to these particular
roles.

Xiaofei (Frank) Niu - Team Lead/Documentation

Frank will be responsible for the majority of the documentation such as the project plan
and design document as well as acting as a general secretary for the weekly reports.
Another major responsibility is making sure that others keep on track and providing
assistance if needed.

Khan(Tahsin) Rahman/Yuqi Wang — Hardware Specialists

Tahsin and Yugqi will be responsible for all things related to the USRP, including the
embedded programming and base station setup; along with labview integration in order to
collect and view waveforms.

Matt Mallet/Chris Van Oort — System/Software Specialists

Matt and Chris will lead the setup of the entire system architecture for the lab including
but not limited to OS setup, remote setup, network setup, server setup, user interface
and any software integration for new technologies. In addition, Chris is the webmaster for
our project.

Thuong(Dustin) Tran — Security Specialist

Dustin will lead the design and implementation of the security related wireless
experiments including but not limited to individual experiments, test experiments and any
security related experiments.

Task No. 1 — Project Analysis and Requirements Analysis

Objective:
To understand client vision and identify requirements for a working environment.

Approach: Interview the client
Study class material
Research technology
Test feasibility / constraints
Expected Results:
Environment definition



Requirements / feasibility / constraints / risks analysis
Task No. 2 — Environment Design and Implementation

Objective:

To set up a working environment to carry out remote wireless security experiments.

Approach:
Design system
Implement system
Test System
Validate system

Expected Results:
Working environment

Task No. 3 — Experiment Design and Implementation

Objective:
To design and implement individual wireless security experiments.

Approach:
Research technology
Design experiments
Implement experiments
Hardware
Software
Validate experiments

Expected Results:
3-4 Wifi experiments

Task No. 4 — Laboratory Documentation

Objective:
To create documentation to support laboratory administration.
To create documentation to support the individual experiments.

Approach:
Identify administrative tasks
Create documentation
Identify experiment instructions
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Create documentation

Expected Results:
Administration documentation
Experiment documentation

Task No. 5 — Testing and Validation (Individual Part / Full System)

Objective:
To test the environment and validate experiments.

Approach:
Extensive testing under different conditions
Usability testing
Client validation
Student response

Expected Results:
Ensure that the laboratory setup and experiments meet client vision and
support class instruction.

Schedule

Week Number Start Date End Date Tasks

1 1/14/13 1/19/13 Obtain group
members

2 1/20/13 1/26/13 Meet with advisor

3 1/27/13 2/2/13 Research project

4 2/3/13 2/9/13 Review wireless
security
documentation, read
USRP manual, install
virtual machine and
connect to client
server

5 2/10/13 2/16/13 Create website,
USRP research,
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VMWare
download/connect to
server

21713

2/23/13

Access attack client,
research hardware
compatibility, install
Ubuntu 12.4 on
server, finish design
document

2/24/13

3/2/13

Update design
document, create
use cases, consult
with Doug about
network architecture,
GNU radio install on
server, update
hardware section for
design document

3/3/13

3/9/13

Use cases/use case
diagrams, check out
situation with virtual
machine, researched
firewall, get website
onto |Astate website

3/10/13

3/16/13

Set up git hub repo,
schedule for project,
use cases and
functional/nonfunction
al requirements for
USRP

10

31713

3/23/113

Spring break

11

3/24/13

3/30/13

Hardware Setup

12

3/31/13

4/6/13

VM Install and
Configure

13

4/7/13

4/13/13

Software Setup
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14 4/14/13 4/20/13 Administrative/Ul
Setup

15 4/21/13 4/27/13 Debug current issues

16 4/28/13 5/4/13 Client/Student
Validation

17 5/5/13 5/11/13 Presentation

18 8/26/13 8/31/13 Environment Design
and Implementation

19 9/1/13 9/7/13 Environment Design
and Implementation

20 9/8/13 9/14/13 Environment Design
and Implementation

21 9/15/13 9/21/13 Environment Design
and Implementation

22 9/22/13 9/28/13 Environment Design
and Implementation

23 9/29/13 10/5/13 Environment Design
and Implementation

24 10/6/13 10/12/13 Environment Design
and Implementation

25 10/13/13 10/19/13 Laboratory
Documentation

26 10/20/13 10/26/13 Administration
Documentation

27 10/27/13 11/2/13 Experiment
Documentation

28 11/3/13 11/9/13 Testing and
Validation

29 11/10/13 11/16/13 Full System Testing

30 11/17/13 11/23/13 Client/Student
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Validation

31 11/24/13 11/30/13 Thanksgiving break

32 12/3/13 12/9/13 Final presentation

33 12/10/13 12/16/13 Prepare for
graduation/
celebration

Risk and Mitigation

1. Risk: No access to web server

Mitigation: We can request members of the previous group to send us the web server
materials, and create a virtual machine image from it, so that this problem is never
encountered again by us, or subsequent groups.

2. Risk: USRP/OpenBTS has unknown level of compatibility with a virtualized
environment

Mitigation: Depending on levels of compatibility, we could limit the number of virtual
machines that have access to the devices, or in the extreme case, run this portion of the
project on a standalone server.

3. Risk: Serious ethical and legal boundaries involved in the project
Mitigation: Carefully explore and define these boundaries. Make them absolutely clear,
and possibly limit what software can do to avoid crossing these boundaries.

Conclusion

Upon completion of this project, the team shall present to the client a complete
hardware-software implementation of a multi-user virtualized environment. This may
consist of one or more physical machines as deemed necessary by the team, as well as
any networking equipment or other hardware devices required for completion of the lab
experiments. This shall be accompanied by ample documentation outlining the proper
assembly and configuration of the laboratory environment, including software install
media and backup images of virtual machines. Guidelines for basic environment
administration will also be provided, including reassignment of resources between
machines and instructions on building and deploying new machines.
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Project Team Information

Client and Faculty Advisor Information

George T. Amariucai, gamari@iastate.edu
212 N Nuclear Eng. Bldg.

Student Team Information

Xiaofei Niu - Team Lead/Documentation, xniu@iastate.edu
Thuong Tran - Software Design, thuong88@iastate.edu

Chris Van Oort - Webmaster/Software Design, chrisv@iastate.edu
Matt Mallet - Software Design, mmallett@iastate.edu

Yuqgi Wang - Hardware Design, xiaoqiqi@iastate.edu

Khan Rahman - Hardware Design, mirkhan@iastate.edu
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